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Financial penalties and economic risks

Regulation Type Maximum Administrative Fines

CRA (EU 2024/2847) Administrative fines
Up to û15M or 2.5% global annual 
turnover (higher tier)

NIS2 (EU 2022/2555) Administrative fines
Essential entities: up to û10M or 2% turnover ; 

Important: û7M or 1.4%

DORA (EU 2022/2554)
Supervisory penalties 
(via national authorities)

Not harmonised EU -wide; enforced via national 
regimes

AI Act (EU 2024/1689) Administrative fines
Up to û35M or 7% turnover (highest tier), û15M / 
3%, û7.5M / 1.5%

FINMA(Switzerland) Supervisory / criminal
No fixed % fines like EU; criminal fines under Swiss law ; 
enforcement via measures
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17 years: 
Continuous Open Source Collaboration

Å480 community events

ÅΞΜΝΜШӛШΞΜΞΣ

Å47 events in 2025

Å50+ events in 2026

Å30 upcoming events

Å5 active communities: Basel · 
Luzern · Zürich · Stuttgart · Dortmund







https:// www.heise.de/en/news/Inverter-security-nightmare-Hoymiles-silences-neighborhoods-11357158.html



CRA ñ Major problems

The low level of cybersecurity of

products with digital elements , 

reflected by widespread vulnerabilities and 

the insufficient and inconsistent
provision of security updates to 

address them.

01
The insufficient understanding and 

access to information by users, preventing them 

from choosing products with adequate 

cybersecurity properties or using 

them in a secure manner.

02
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CRA ñ Regulation (EU) 2024/2847

10 Dec. 2024

Enters into force

11 June 2026

Conformity assessment bodies provisions apply

11 Sep. 2026

Vulnerability reporting obligations apply

11 Dec. 2027

Fully applicable
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Financial penalties and economic risks

Regulation Type Maximum Administrative Fines Other Economic Risks

CRA (EU 2024/2847) Administrative fines
Up to û15M or 2.5% global annual 
turnover (higher tier)

Product withdrawal, sales ban, recalls, 
reputational damage

NIS2 (EU 2022/2555) Administrative fines
Essential entities: up to û10M or 2% 
turnover ; Important: û7M or 1.4%

Management liability, suspension of 
certification, audits, operational disruption

DORA (EU 2022/2554)
Supervisory penalties 
(via national authorities)

Not harmonised EU -wide; enforced via 

national regimes

Daily penalties, remediation costs, 
contractual penalties, designation as 
critical provider

AI Act (EU 2024/1689) Administrative fines
Up to û35M or 7% turnover (highest tier),

û15M / 3%, û7.5M / 1.5%
Market bans, withdrawal of AI systems, 
reputational damage

FINMA(Switzerland) Supervisory / criminal
No fixed % fines like EU; criminal fines under 
Swiss law; enforcement via measures

License withdrawal, business restrictions, 
disgorgement of profits, personal liability





CRA ñ
Scope

òRegulation applies to economic operators

only in relation to products with digital elements 

made available on

the market, hence supplied for distribution or use on the Union market in the 

course of a commercial activityó

ñ CRA, Article 15



Economic 
operator 

manufacturer, 
authorised 

representative, 
importer, 
distributor

Manufacturer

natural or legal 
person who develops or

manufactures
products with digital e lements 

é andmarkets them 

under its name or trademark

Authorised 
representative 

natural or legal 
person establish ed within the 

Un ion acting for a 

manufacturer on  specified 
tasks.

Importer

natural or legal 
person establish ed in the Union 

who places on  the 

market a product from outside 
the Union.

Distributor

natural or legal 
person in the supply chain that 

makes the product 

available without affectin g its 
properties.

Open -source 
software 
steward

legal person, 
other than a 

manufacturer providing 

sustained support for 

specific FOSSintended for 

commercial
activities .



CRA у
Coverage of 
free and open -
source software

https:// ec.europa.eu /info/law/better -regulation/have -your-say/initiatives/16959 -Draft -Commission -guidance -on -the -Cyber -Resilience -Act_en



CRA у
Coverage of 
free and open -
source software

https:// ec.europa.eu /info/law/better -regulation/have -your-say/initiatives/16959 -Draft -Commission -guidance -on -the -Cyber -Resilience -Act_en



In other words..

VIf you make, brand, import, distribute , or formally 
steward a commercial product with digital elements in the EU, 

the CRA can apply to you .

VContributors to non -commercial FOSSare not the main target ;  the CRA focuses on 

market actors and stewards , not ordinary code contribution.





Organisations
(essential and important 

entities)

NIS2
Dir.  (EU) 2022/2555 Arts. 2, 3, 20, 21, 23; 

Annex I/II 

Products with 

digital elements

CRA
Reg. (EU) 2024/2847 Arts . 2, 3, 13, 14, 24, 

31, 32; Annex I; Recital 18 

Financial 
entities

DORA
(oversight for critical ICT third -party 

providers)

Reg. (EU) 2022/2554 Arts . 2, 6, 17, 19, 28 

Swiss regulated

financial 
institutions

FINMA
Circular 2023/1 Sections    I -VII; 

BO Arts. 12, 14e; 

FinIO Arts . 12, 68 

AI systems / 
GPAI models and operators in 

value chain

AI Act
Reg. (EU) 2024/1689 Arts . 2, 5, 16, 26, 50, 

53 
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NIS2, CRA, DORA, FINMA and AI Act

Common requirements 

Network and Information Security Directive 2

Cyber Resilience Act 

Digital Operational Resilience Act

SwissFinancial Ma rket Supervisory Authority

Artificial Intelligence Act



Risk Management

Governance & 
Accountability

Visibility / 
Inventory

Incident & 
Vulnerability 

Handling

Supply Chain 
Control

NIS2
Organisations

(essential and important entities)

Art.  21 ð

òrisk management measuresó

Art.  20 ð

management oversight

Art.  21 ð

assets  & supply chain

Art.  23 ð

incident reporting

Art.  21 ð

supply ch ain security

CRA 
Products

with digital elements

Art.  13 ð

òappropriate level of 
cybersecurityó

Art.  13 ð

manufacturer responsibility

Art.  13 ð

òidentify and document 
componentsó

Art.  14 ð

vulnerability & incident reporting

Art.  13 ð

component responsibility

DORA 
Financial entities

Art.  6 ð

ICT risk framework

Art.  5ð6 ð

management accountability

Art.  28 ð

register of ICT third parties

Art.  17ð19 ð

ICT inciden t reporting

Art.  28 ð

third -party ICT risk

FINMA 
Swiss regulated financial 

institutions 

Circular 2023/1 ð

ICT & operational risk

Board -level responsibility

ICT inventory & 

critical data

Incident reporting 

obligations

Outsourcin g 

risk  controls

AI Act 
AI systems / GPAI 

models and operators in value chain

Art.  16 ð

risk  managemen t system

Art.  16 / 26 ð

role -based responsibility

Art.  11ð12 ð

documentation & logs

Art.  62+ ð

post -market monitoring

Art.  25ð28 ð

Value chain obligations



Lifecycle 
Responsibility

Documentation & 
Evidence

Monitoring & 
Detection

Regulatory 
Reporting

Resilience & 
Continuity

NIS2
Organisations

(essential and important entities)

Continuous risk  mgmt.

(Art. 21)

Policies & measu res

(Art. 21)

Ongoing 

security measures

Art.  23 ð

authority reporting

Business contin uity

(Art. 21)

CRA 
Products

with digital elements

Art.  13 ð

lifecycle vulnerability handling

Art.  13(9) ð

technical documentation

Vulnerability 

monitorin g

Art.  14 ð

ENISA / authority reporting

Secure operation

implied

DORA 
Financial entities

Continuous 

resilience testing

Documentation

of ICT risk

Continuous 

monitorin g

Supervisory 

reporting

Operation al 

resilience testing

FINMA 
Swiss regulated financial 

institutions 

Continuous 

operational res ilience

Documentation 

requiremen ts

ICT 

monitorin g expectations

FINMA 

reporting duties

BCM requirements

AI Act 
AI systems / GPAI 

models and operators in value chain

Post-market 

monitorin g

Art.  11 ð

technical documentation

Logging & monitoring 

(Art. 12)

Incident reporting 

obligations

System robustness 

requiremen ts



Requirement Risk 
Management

Governance & 
Accountability

Visibility / 
Inventory

Incident & 
Vulnerability 

Handling

Supply Chain 
Control

Meaning
Identify, assess, 
and continuously 

manage risk

Responsibility is 
explicit and 
enforceable

Know what you 
build, run, and 

depend on

Detect, respond, 
and report 
incidents

You are 
responsible for 
dependencies

Requirement Lifecycle 
Responsibility

Documentation 
& Evidence

Monitoring & 
Detection

Regulatory 
Reporting

Resilience &
Continuity

Meaning
Security must be 
maintained over 

time

Must prove 
compliance, not 

just claim it

Continuous 
visibility of system 

state

External 
accountability to 

regulators

Systems must 
withstand and 

recover
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What is inside software? 

What to do with was is inside of software? 



This Joel Pett cartoon for USA Today appeared just before the Copenhagen climate change conference in 2009.



BTW,

I am not a lawyer , 

I am software engineer

Sometimes I write code.

Sometimes I even read code.

When in doubt, just ask your trusted lawyer! (Hope you have one)



Cyber Resilience Act (CRA)

The EU's new plan to make sure all digital products on the EU 
market are safe from cyber threats.



CRA у
Implementation

https://digital -strategy.ec.europa.eu / en/ factpages /cyber -resilience -act -implementation



CRA у
Implementation

Monitor, follow and stay updated on the progress of new initiatives, deliverables and legislation.

https://digital -strategy.ec.europa.eu / en/ factpages /cyber -resilience -act -implementation



CRA ñ Core Requirements

òManufacturers shall ensure that products 
with digital elements are designed, 

developed and produced in such a way 
that they ensure an appropriate level of 

cybersecurity .ó

ñ CRA, Article 13(1)



CRA ñ Core 
Requirements

Secure by design
and by default

Vulnerability 
handling and
remediation 

Reporting 
obligations

Technical
documentation 
and traceability 

Lifecycle 
responsibility



CRA ñ Secure by design and by default

Products with digital elements shall be 
made available on the market without

known exploitable vulnerabilities .

ñ CRA, Annex I, Part I



CRA ñ Secure by design and by default

Products with digital elements shall be 
made available on the market without

known exploitable vulnerabilities .

ñ CRA, Annex I, Part I

No shipping with known critical vulnerabilities

Security must be part of architecture , not a patch later



CRA ñ Vulnerability handling and remediation

Manufacturers shall identify and document
vulnerabilities and components contained in 

products with digital elements.

ñ CRA, Article 13(3)

Manufacturers shall address and remediate
vulnerabilities without delay.

ñ CRA, Article 13(3)



Manufacturers shall identify and document
vulnerabilities and components contained in 

products with digital elements.

ñ CRA, Article 13(3)

Manufacturers shall address and remediate
vulnerabilities without delay.

ñ CRA, Article 13(3)

You must know what is inside your software 

You must track and fix vulnerabilities continuously

CRA ñ Vulnerability handling and remediation



CRA ñ Reporting obligations

Manufacturers shall report actively
exploited vulnerabilities and severe

incidents .

ñ CRA, Article 14



CRA ñ Reporting obligations

Manufacturers shall notify actively exploited
vulnerabilities and severe incidents .

ñ CRA, Article 14
If something is exploited or exploitable  Ƃ you must report it



CRA ñ Reporting obligations

https:// euvd.enisa.europa.eu

If something is exploited or exploitable  Ƃ you must report it



CRA ñ Reporting obligations

https:// www.enisa.europa.eu /topics/product -security -and -certification/single -reporting -platform -srp

Regulatory reporting platform (not a public CVE submission portal)

A CVE alone is not enough ĄThe trigger is exploitation.



Firstmandatory obligation (11 September 2026) g

Every actively exploited

vulnerability

Every reportable severe

incident

This means organisations 
must already have:

Vvulnerability detection

Vincident triage

Vlegal review

Vinternal escalation

Vand reporting procedures

must be submitted through the SRP



What must be reported

Actively exploited vulnerability

Report if all apply: 

Å affects an in-scope product 

Å reliable evidence of unauthorised 
malicious exploitation 

Å manufacturer became aware 
on/after 11 Sep 2026

Severe incident Report if it affects 
product security and either : 

Å harms, availability, authenticity, 
integrity or confidentiality of 
important/sensitive data or 
functions 

Å introduces, malicious code into 
the product or a userõs 
network/information systems



The CRA does not generally apply retroactively . 

Products with digital elements placed on the EU market 
before 11 December 2027 are subject to the CRA only if 
they undergo a substantial modification after that date. 

The exception is Article 14: vulnerability and severe incident 
reporting obligations apply to all in -scope products, 
including those already placed on the market before 11 
December 2027.

ñ Regulation (EU) 2024/2847, Article 69(2) ð(3)



CRA ñ Technical documentation and traceability

Manufacturers shall draw up the technical
documentation .

ñ CRA, Article 13(9)



Manufacturers shall draw up the technical
documentation .

ñ CRA, Article 13(9)You must be able to explain your product

architecture

components

security measures

CRA ñ Technical documentation and traceability



CRA ñ Lifecycle responsibility

Manufacturers shall ensure that 
vulnerabilities are handled effectively for 

the expected product lifetime .

ñ CRA, Article 13(8)



CRA ñ Lifecycle responsibility

Manufacturers shall ensure that 
vulnerabilities are handled effectively for 

the expected product lifetime .

ñ CRA, Article 13(8)Responsibility doesnot end at release



CRA ñ Core 
Requirements

Secure by design
and by default

Vulnerability 
handling and
remediation 

Reporting 
obligations

Technical
documentation 
and traceability 

Lifecycle 
responsibility



SBOM

VRisk Management

VVisibility / Inventory

V Incident & Vulnerability Handling

VSupply Chain Control

VDocumentation & Evidence



SBOM ñ Software bill of materials

òA formal, machine -readable inventory
documenting all components , libraries , 

and dependencies within a software 
productó

Captures component origins, versions, and relationships, creating an authoritative record



SBOM ñ Standard Formats

LightweightOWASPstandard for security, 
vulnerability tracking, and supply chain analysis, 
popular in DevOps.

CycloneDX

xŔŰƨǂШ[ŸƨŰĬċƣŔŸŰќƚШfÉ§ШƚƣċŰĬċƖĬШŉŸƖШƚŸŉƣƽċƖĲШ
license, copyright, and component compliance.SPDX

Used for software asset management and tracking 
in enterprises.SWID Tags



Focus

Timeframe

Audience

CycloneDX

Security

7ƨŔũĬШӛШ
Runtime

DevSecOps

SPDX

Legal

7ƨŔũĬШӛШ
Distribution

Legal / 
compliance

SWID

Inventory

Installed 
state

IT 
operations



What is inside 
software?

What vulnerabilities 
affect it?

What licenses 
apply?

What is installed on 
a system?

How components 
relate?

CycloneDX

Components & 
dependencies

Native

Good

Partial

Dependency graph

SPDX

Packages & files

Indirect

Best-in-class

Partial

Relationship graph

SWID

Limited

No

Minimal

Best

Minimal



SBOM ñ Standard Formats

CycloneDX answers òwhat is vulnerable?ó, SPDXanswers òwhat is 
permitted?ó, and SWIDanswers òwhat is installed?ó.

No single SBOM standard solves all problems ñ mature organisations often 
use CycloneDX for security , SPDX for compliance , and SWID for operational 
inventory .



SBOM ñ Software bill of materials

Define scope Identify 
format Tool SBOM



SBOM ñ
Programming 
Languages

https:// www.enisa.europa.eu /sites/default/files/2025 -12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20 -Published.pdf

Tools?



SBOM ñ
Programming 
Languages

https:// www.enisa.europa.eu /sites/default/files/2025 -12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20 -Published.pdf

Tools?



SBOM ñ Software bill of materials

Define scope Identify 
format Tool SBOM



SBOM ñ
Taxonomy

https:// www.cisa.gov /sites/default/files/2023 -04/sbom -types -document -508c.pdf

Types?



SBOM ñ
Taxonomy

https:// www.cisa.gov /sites/default/files/2023 -04/sbom -types -document -508c.pdf



SBOM ñ
Benefits and 
Limitations of SBOM 
Types

https:// www.cisa.gov /sites/default/files/2023 -04/sbom -types -document -508c.pdf

Pros/Cons?



SBOM ñ
Benefits and 
Limitations of SBOM 
Types

https:// www.cisa.gov /sites/default/files/2023 -04/sbom -types -document -508c.pdf



SBOM ñ
Generation Pipelines 
Stages

https:// www.enisa.europa.eu /sites/default/files/2025 -12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20 -Published.pdf

When?



SBOM ñ
Generation Pipelines 
Stages

https:// www.enisa.europa.eu /sites/default/files/2025 -12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20 -Published.pdf



Release process

Every developerõs team concern. 

Change in culture and tool adoption!
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SWEBOK

https:// ieeecs -media.computer.org /media/education/ swebok /swebok -v4.pdf



Release Process

Scope and change 
control

Approved changes aligned with configuration 
management.

Baseline and version 
management

Controlled baselines with formal traceability.

Reproducible build 
and packaging

Consistent generation of deployable artifacts.

Verification and

validation gates
Testing and auditing before approval.

Controlled 
deployment and

rollback
Staged delivery with rollback mechanisms.

Traceability and

documentation
Release notes and change links.



Release Layer
Jreleaser , Quarkus , 

Aggregation Layer
GUAC, JFrog Xray

Transparency Layer

SBOM: CycloneDx , SPDX, SWID Tags

Security & Provenance Layer
SLSA, Sigstore, in-toto

Reproducibility Layer
Reproducible Builds, Maven reproducible plugins, Gradle reproducible plugin

Build Layer
Maven / Gradle

T
ru

s
te

d
 R

e
le

a
s
e

 S
ta

c
k



Trusted 
Release 
Stack

https://reproducible -builds.org


