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Financial penalties and economic risks

Regulation

Maximum Administrative Fines

CRA (EU 2024/2847)

NIS2 eu 2022/2555)

DORA (eu 2022/2554)

Al Act (eu 2024/16809)

FINMA (switzerland)

Administrative fines

Administrative fines

Supervisory penalties
(via national authorities)

Administrative fines

Supervisory / criminal

Upto015M or 2.5% gl obal

turnover (nhigher tier)

Essential entities: upto 0 1 0 & 2% turnover ;
Important: U 7 Mr 1.4%

Not harmonised EU -wide; enforced via nhational
regimes

Upto O 3 5 M7% turnover (highesttier), 0 1 5 M

3%, 07.5M [/ 1.5%

No fixed % fines like EU; criminal fines under Swiss law ;

enforcement via measures

1

/
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Markus
Schlichting

A Markus.Schlichting@karakun.com
A linkedin.com/in/markusschlichting
A @madmas@jit.social

A github.com/madmas

Open
Regulatory
Compliance




IXxchel Ruiz

* linkedin.com/in/ixchelruiz
e @ixchelruiz@mastodon.social

* github.com/ixchelruiz

5 060Q90cd
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17 years:

Continuous Open Source Collaboration

L

HHLKERGHRTEN

A 480 community events
A=ZMNMWS3 W=M=Z 3
A 47 events in 2025

A50+ events in 2026

A 30 upcoming events

A 5 active communities: Basel -
Luzern - Zurich - Stuttgart - Dortmund






2 Romano Roth fj - 1st
Y™ Helping CTOs & CIOs turn Al ambition into an operating model: feedback loo...

View my newsletter

3d - Edited - ®
A Swiss medical professional built their own patient management system with an Al
coding agent and put it on the open internet. An engineer needed thirty minutes to
get full read and write access to every patient record.



Inverter security nightmare: Hoymiles silences
neighborhoods

Radio vulnerabilities in PV systems allow disabling while driving by and physical

destruction of devices.

& ) @

https:// www. heise.de/en/news/Inverter-security-nightmare-Hoymiles-silences-neighborhoods-11357158.html



CRA N Major problems

01

the lOW level of cybersecurity o
products win digital elements |
reflected by widespread vulnerabllities and
the INSUfficient and INCONSIiStent
provision of security updates

address them.

x KaraKun



CRA N Major problems

01 02

mhe lOw level of cybersecurity o the INSUfficient understanding  and

products win digital elements | access to information by users, preventing them

reflected by widespread vulnerabilities and from ChOOSing prOdUCtS with adequate

the INSUfficient and INCONSIStENt Cybersecurity properties S
provision of security updates them in a secure manner.

address them.

l KaraKun




CRA N Regulation (EU) 2024/2847

Enters into force Vulnerability reporting obligations apply

; 11 June 2026 11 Dec. 2027
10 Dec. 2024 11 Sep. 2026 ‘

Conformity assessment bodies provisions apply Fully applicable

L KaraKun



CRA N Regulation (EU) 2024/2847

Enters into force Vulnerability reporting obligations apply
11 June 2026 11 Deg, 2027
10 Dec. 2024 11 Sep. 2026
Conformity assessment bodies provisions apply Fully applicable

L KaraKun



Financial penalties and economic risks

Regulation Maximum Administrative Fines Other Economic Risks

Upo U1 5M or 2. 5% g | orfathithdrava, sales gar, recalls,

CRA (Eu 202412847 Administrative fines :
( ) turnover (higher tier) reputational damage
. .. . FaY 0 . . .
NIS2 U 2022/2555) Administrative fines Essential entities: up to uA 1 0M2% Management liability, suspension of
turnover ; important: 0 7 Mr 1.4% certification, audits, operational disruption
' i Not harmonised EU -wide; enforced via Daily penalties, remediation costs,
DORA (EU 2022/2554) Supervisory penalties contractual penalties, designation as

(via national authorities) national regimes critical provider

Upto U 3 5 7% turnover (highest tier),  Market bans, withdrawal of Al systems,

AI Act (EU 2024/1689) Administrative fines 0 1 5 M / 3 %, 0 7 . 5 M reputational damage
EINMA (s Supervisory / criminal No fixed % fines like EU; criminal fines under License withdrawal, business restrictions,
(Switzerland) P y Swiss law; enforcement via measures disgorgement of profits, personal liability

k KaraKun
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America’s Cyber Defense Agency

NATIONAL COORDINATOR FOR CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE




ORegulation applies ©» economic operators
oNnly inreatonte products win digital elements
made available o

the market, hence supplied for distribution or use on the Union market in the
courseofa COMMercial acti vityo

n CRA, Article 15

———%
==
=
*

— >* **
=

.
— * *
=R

= European |
= Commission




Economic
operator

manufacturer,
authorised
representative,
importer,
distributor

x KaraKun

Manufacturer

natural or legal

person who develops or

manufactures

products with digital elements

¢ annarkets em

under its name or trademark

Authorised
representative

natural or legal

person established within the

Union a.Ct' ng for a

manufacturer on specified
tasks.

Importer

natural or legal

person established in the Union

who PlACES  on the

market a product from outside
the Union.

Distributor

natural or legal

person in the supply chain that

makeS the product

available without affecting its
properties.

Open -source
software
steward

legal person,

other than a
manufacturer  providing

sustained Support for

specific FOSSntendedfor
commercial
activities .




Not a product: for example,
..| documentation, sample code,
training material, research projects

Isthe FOSS a
OV e rag e O No product with
digital
elements?

free and open T

Yes

source software e—

No responsible for For example, charging price; monetising other
publishing the services through that FOSS; monetising from
FOSS? .1 processing of personal data; bundling with
-~ " | support services exceeding cost recuperation:

ot accepting donations with intention to profit

Yes

Are you placing )

Are you a legal

No person (i.e. not No fl on the market
a natural in the course of
? a commercial . o
person)? Not-for-profit organisation set up in such a way

activity?
— _“’—J that ensures that all earnings after costs are
+*| used to achieve not-for-profit objectives

Yes Yes
- 1'.‘
i Is the FOSS Are you a not.
o 3 = No
intended {or for-profit Manufacturer
commercial saatt
o organisation?
activities?
| - /
Yes

-

Do you
systematically
provide support
for that FOSS?

g

European
=== Commission

* %o

T

*
*
*

Outside of CRA Open-source

software

Gl steward

Figure 1: Stylised flowchart for CRA coverage of free and open-source software

A Karakun

fo/law/better  -regulatio i i yber -Resilience -Act_en




CRAy

Coverage of
free and open

source software

European
=== Commission

i
W

T

x KaraKun

Not a product: for example,
. ple code,
| rairing material, research projects

Are you a legal person?
L (company, foundation, organisation) J
No
/ Yes
D
I d%/cimzm?g:gzmer Do you place a product with digital elements
« Volunteer or paid developer " onthe EU maltrkgt?
- OUT OF CRA SCOPE (sell, license, embed, distribute, SaaS)
/
///
Yes No
Plams'\':)‘r\o"('ﬂ;/‘;"‘gggﬁ - Do you provide sustained support for open source
) intended for commercial use?
";ﬁ::ﬁ:;ﬂﬁ:b:ﬂ;gggs (governance, infrastructure, security, CVE handling)
SBOM + reporting

(Article 24)

« Cybersecurity policy

« Vulnerability coordination

» Cooperation with authorities
« NO SBOM obligation

A ammh am

=» LIGHT CRA OBLIGATIONS

OPEN-SOURCE SOFTWARE STEWARD

eu finfollaw/better -regulation/have

say/initiatives/16959

services through that FOSS; monetisng from
| processing of personal data; bundiing with

ecuperation

[m sxamgle, chargh e sonataing oher

accepting donations with intention to proft

Ave you a legal
ot

activity?
that ensures that al earnings after costs are

| used to achieve notfor-srofitobjectives

s FosS I
No Intended for e No
ot tacioer
Commerca St Manutach
activities? o

I:Nm..o. proft oxganisation set up i such a way

Outside of CRA
scope.

Open-source
software
stoward

Yes
No

OUT OF CRA SCOPE
No CRA role or obligations

Figure 1: Stylised flowchart for CRA coverage of free and open-source software

ft -Commission -guidance -on-the -Cyber -Resilience -Act_en




In other words..

V If you make, brand, import, distribute , » formally
steward . commercial product .« digital elements wmeeu

the CRA can apply toyou .

V CO ntl'l bUtOI’S to non -commercial FOS Sare nOt the main target ; the C RA focuses on
m ar ket aCtO I’S and StewardS , not ordinary code contribution.

L KaRaKun






Organisations

(essential and important
entities)

NIS2

Dir. (EU) 2022/2555 Arts. 2, 3, 20, 21, 23;
Annex

1]

K KaraKun

Products witn

digital elements

CRA

Reg. (EU) 2024/2847 Arts. 2, 3, 13, 14, 24,
31, 32; Annex |; Recital 18

Financial
entities

DORA

(oversight for critical ICT third -party

providers)
Reg. (EU) 2022/2554 Arts. 2, 6, 17, 19, 28

SW'SS regulated
financial
Institutions

Al systems /

G PAI m0de|S and operators in
value chain

FINMA

Circular 2023/1 Sections | -VII;
BO Arts. 12, 14e;
FinlO Arts. 12,68

Al Act

Reg. (EU) 2024/1689 Arts. 2, 5, 16, 26,50,
53




SW'SS regulated Al t /
: . sysiems
financial — Ghumee oo

Institutions

Organisations Products win Financial

(essential and important

entities) digital elements e ntl tl e S

NIS2

Dir. (EU) 2022/2555 Arts. 2, 3, 20, 21, 23;
Annex

CRA DORA FINMA

Al Act

Reg. (EU) 2024/2847 Arts. 2, 3, 13, 14, 24, (oversight for critical ICT third -party Circular 2023/1 Sections | -VII; Reg. (EU) 2024/1689 Arts. 2, 5, 16, 26, 50,
31, 32; Annex |; Recital 18 providers) BO Arts. 12, 14e; 53

Reg. (EU) 2022/2554 Arts. 2, 6, 17, 19, 28 FinlO Arts. 12,68

1]
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NIS2, CRA, DORA, FINMA and Al Act

Network and Information Security Directive 2
Cyber Resilience Act

Common requirements Digital Operational Resilience Act

SwissFinancial Market Supervisory Authority
Artificial Intelligence Act

'"A KaRrRaKun



NIS2 CRA DORA FINMA Al Act

Organisations Products Bkl anities SWisSreguatea financial Al systems / GPAI

(essential and important entities) with digital elements Institutions models and operators in value chain

At 218 At 15 @ Art 6 Circular 2023/1 8

orisk management 0 acpypbreorpsrel Cautrei tl y ICT risk framework ICT & operational risk

Art 16 8
risk management system

Risk Management

Governance & Art 20 5 Art 13 Art 586 &
Accountability management oversight manufacturer responsibility management accountability

Art 16 /26 o

Board -level responsibility role-basediresponshiity

rt rt inventory rt
Visibility / At 213 . Atise At 28 3 ICTi & At 118123
|nvent0ry assets & supply chain ol dceonnt]pl of nye nat nsdé d register of ICT third parties criical data documentation & logs

Incident &
a1 Art 23 8 Art 14 8 Art 17619 6 Incident reporting Art 62+ &
Vulnerability " : L : o : T .
i incident reporting vulnerability & incident reporting ICT incident reporting obligations post -market monitoring
Handling
Supply Chain Art 218 Art 13 8 Art 28 8 Outsourcing Art 25028 8
Control supply chain security component responsibility third -party ICT risk risk controls Value chain obligations

K KaraKun



NIS2 CRA

Organisations Products

DORA FINMA Al Act

Financial entities SWiSSreguated financial Al systems | GPAI

(essential and important entities)

LifeCyC Ie Continuous risk mgmt.
Responsibility (art.21)

Documentation & Policies & measures

Evidence

(Art. 21)

with digital elements

Art 13 3
lifecycle vulnerability handling

Art 13(9) 8
technical documentation

Continuous
resilience testing

Documentation
of ICT risk

institu tions models and operators in value chain

Continuous
operational resilience

Documentation
requirements

Post-market

monitoring

Art 11 8
technical documentation

M0n|t0r|ng & Ongoing Vulnerability Continuous ICT Logging & monitoring
Detection security measures monitoring monitoring monitoring expectations (Art. 12)
Regulatory Art 23 8 Art 14 8 Supervisory FINMA Incident reporting
Re porti ng rity reporting ENISA / authority reporting reporting reporting duties obligations
Resilience & Business contin uity Secure operation Operational : System robustness
1 i NS - . BCM requirements 5
Conti nUIty (Art. 21) implied resilience testing requirements

K KaraKun
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Risk
Management

Requirement

Identify, assess,
and continuously
manage risk

Lifecycle

ReqU|rement Responsibility

Security must be
maintained over
time

Governance &
Accountability

Responsibility is
explicit and
enforceable

Documentation
& Evidence

Must prove
compliance, not
just claim it

Visibility /
Inventory

Know what you
build, run, and
depend on

Monitoring &
Detection

Continuous
visibility of system
state

Incident &
Vulnerability
Handling

Detect, respond,
and report
incidents

Regulatory
Reporting

External
accountability to
regulators

Supply Chain
Control

You are
responsible for
dependencies

Resilience &
Continuity

Systems must
withstand and
recover
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Risk
Management

Requirement

Identify, assess,
and continuously
manage risk

2

Lifecycle

ReqU|rement Responsibility

Security must be
maintained over
time

Incident &

Governance & Visibility /

- Vulnerability
Accountability Inventory Handling
Responsibility is Know what you Detect, respond,

explicit and build, run, and and report
enforceable depend on incidents

& o

Cs What is inside software?

Documentation Monitoring & Regulatory
& Evidence Detection Reporting
Must prove Continuous External
compliance, not visibility of system accountability to
just claim it state regulators

&

Supply Chain
Control

You are
responsible for
dependencies

&5

Resilience &
Continuity

Systems must
withstand and
recover

R  What to do with was is inside of software?




WHAT \F 1T
A B\G HOAX AND
wWe (ReAle A peTTer
WOoRLD FoR NdmlNG?

* ENERGY INDEPENDENCE

* PRESERVE RAINFO
.+ SUSTAINABILITY ESTS

* GREEN JOBS
* LIVABLE CiTigg
RENEWABLES

+ CLEAN WATER, AIR

* HEAL

Ms«*\y

[ 119 LEAYOPAY

This Joel Pett cartoon for USA Today appeared just before the Copenhagen climate change conference in 2009.




| Am Not a Lawyer

Laws are written to
confuse bots and humans—
—basically, everyone’s stuck
debugging nonsense forever.
BTW,

| am not a lawyer ,
| am software engineer

I made a bot to read the
law, but it just gave up and
asked for a coffee break.
How do humans survive
this legal spaghetti?

What if | add to
the best of my "non—
lawyer” knowledge?

Sometimes | write code.
Sometimes | even read code.

not contracts. When in doubt? Talk to a lawyer.

-faoly onec SN i o it e
S N St en e o we o G

When in doubt, just ask your trusted lawyer! (Hope you have one)



Cyber Resilience Act (CRA)

The EU's new plan to make sure all digital products on the EU

market are safe from cyber threats.

k KaraKun



CRAy
Implementation

Progress so far

Monitor, follow and stay updated on the progress of new initiatives, deliverables and legislation.

28 November 2025

11 December 2025

Early 2026

11 June 2026

Q3 2026

11 September 2026

Q42026

11 December 2026

30 October 2027

11 December 2027

Implementing act &7 on technical descriptions related to important and

critical products

Delegated act 7 on CSIRTs withholding notifications to be disseminated
through the Single Reporting Platform (adopted, publication pending

objection period)

First set of Commission guidance on the Cyber Resilience Act

implementation

Entry into application of the provisions on the notification of Conformity
Assessment Bodies. Member States to designate notifying authorities

First standardisation deliverables (horizontal and product-specific

standards)

Entry into application of reporting obligations

Delegated Act specifying the presumption of conformity for the European
Cybersecurity Certification scheme on Common Critera (EUCC) ' with the

CRA

Notification of sufficient Conformity Assessment Bodies across Member

States

More standardisation deliverables

Full application of the Cyber Resilience Act

https://digital -strategy.ec.europa.eu /en/factpages

ber -resilience -act -imple

uropean
Commission




Progress so far

28 November 2025 . . . )
Implementing act &7 on technical descriptions related to important and

critical products

11 December 2025 Delegated act 7 on CSIRTs withholding notifications to be disseminated
through the Single Reporting Platform (adopted, publication pending
objection period)

Early 2026 . o . -
First set of Commission guidance on the Cyber Resilience Act

implementation

I z A (o)
11 June 2026
C y Entry into application of the provisions on the notification of Conformity
Assessment Bodies. Member States to designate notifying authorities
-
Implementation o
Q3 2026

First standardisation deliverables (horizontal and product-specific
standards)

1 September 2026 . L . o
Entry into application of reporting obligations

Monitor, follow and stay updated on the progress of new initiatives, deliverables and legislation.

11 December 2026
Notification of sufficient Conformity Assessment Bodies across Member

States

&

‘
*
>

30 October 2027 o i
More standardisation deliverables

&k uropean |

E

||||Il||\\\

11December 2027 | . .
Full application of the Cyber Resilience Act

https://digital -strategy.ec.europa.eu /en/factpages /cyber -resilience -act -imple




CRA N Core Requirements

oOoManufacturers shall ens
with digital elements are designed,
developed and produced in such a way
that they ensure an appropriate level of
cybersecurity . 0

N CRA, Article 13(1)

L KaraKun



CRA N Core
Reqguirements

Secure by design
and bydefault

Lifecycle
responsibility

‘ Vulnerability
handling and
remediation

Reporting
obligations

Technical
documentation
and traceability



CRA N Secure by design and by default

Products with digital elements shall be
made available on the market without
known exploitable vulnerabllities .

n CRA, Annex |, Part |

L KaraKun



CRA N Secure by design and by default

Products with digital elements shall be
made available on the market without
known exploitable vulnerabllities

n CRA, Annex |, Part |

No shipping with  known critical vulnerabilities

Security must be part of architecture , not a patch later

k KaraKun



CRA N Vulnerability handling and remediation

Manufacturers shall identify and document
vulnerabilities and components contained in
products with digital elements.

A CRA, Article 13(3)

Manufacturers shall address and remediate
vulnerabilities without delay.

A CRA, Article 13(3)

L KaraKun



CRA N Vulnerability handling and remediation

Manufacturers shall identify and document
vulnerabilities and components contained in
products with digital elements.

You must know what is inside your software A CRA, Article 13(3)

Manufacturers shall address and remediate
vulnerabilities without delay.

You must track and fix vulnerabilities continuously i CRA, Article 13(3)

k KaraKun



CRA N Reporting obligations

Manufacturers shall report actively
exploited vulnerabilities and severe
iIncidents .

n CRA, Article 14

L KaraKun



CRA N Reporting obligations

Manufacturers shall notify actively exploited
vulnerabllities and severe incidents .

N CRA, Article 14

| f somet hing i1 s expl ogoumastreportit

k KaraKun
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CRA N Reporting obligations

. enisa

*
*

*
*

* ¥

*
*

EUROPEAN UNION

Critical vulnerabilities

D Alternative ID Exploitation CVSS Vendor Changed

GHSA-qgpc3-8vqg-8g6w

EUVD-2026-18601 Not available . v4.0: 9.3 Dan Mclnerney 12 hours ago

CVE-2026-5463

Command injection vulnerability in console.run_module_with_output() in pymetasploit3 through version 1.0.6 allows attackers...

CVE-2026-33107
EUVD-2026-18564

Not available @ w110 Microsoft 18 hours ago

GHSA-xrc8-933j-f74c
Server-side request forgery (ssrf) in Azure Databricks allows an unauthorized attacker to elevate privileges over a network.

CVE-2026-33105

EUVD-2026-18562 Not available

@ w110

Microsoft 18 hours ago

GHSA-q5xqg-rvph-wwgr
Improper authorization in Microsoft Azure Kubernetes Service allows an unauthorized attacker to elevate privileges over a...

CVE-2026-32213

EUVD-2026-18561 Not available v3.1: 10

ng I S

18 hours ago

Microsoft

https:// euvd.enisa.europa.eu

e X p | ooutmastireport it

More critical vulnerabilities -

Full vulnerability list Q

Exploited vulnerabilities

D Alternative ID Exploitation  CVSS Vendor Changed

CVE-2026-5281

EUVD-2026-17795 Not available Google 2 days ago

GHSA-xf76-839h-pfpm

Use after free in Dawn in Google Chrome prior to 146.0.7680.178 allowed a remote attacker who had compromised the...

EUVD-2026-17162 CVE-2026-3502 & v3.1:7.8 TrueConf 3 days ago

TrueConf Client downloads application update code and applies it without performing verification. An attacker who is able to...

CVE-2026-3055
EUVD-2026-14546 N
GHSA-wv7p-q4p2-p6pf

® v40:93 NetScaler 10 days ago

Insufficient input validation in NetScaler ADC and NetScaler Gateway when configured as a SAML IDP leading to memory...

CVE-2025-53521

EUVD-2025-34630 v3.1: 7.5 F5 5 months ago

GHSA-j3cp-7wh4-9f6c

Policy is configured on a virtual server, undisclosed traffic nan cavse TMM to terminate. Note:

More exploited vulnerabilities -

Vendor Changed
EUVD-2026-18229 CVE-2026- Not available . v4.0: 8.7 SzafirHost downloads necessary files in the context of the initiating web page. When called, SzafirHost updates its dynamic library. JAR files are correctly verifie Krajowa lzba 1 day
26928 T ! ! : " Rozliczeniowa ago



CRA N Reporting obligations

* *
x enisa B TOPICS ~  PUBLICATIONS NEWSROOM & EVENTS -  ABOUT -~  WORKING WITH US - Q
SEARCH

Single Reporting Platform (SRP)

Home / Topics / Product Security and Certification / Single Reporting Platform (SRP)

€ Back to main topic The Cyber Resilience Act (CRA) introduces the Single Reporting Platform (SRP)
SUBTOPICS for cybersecurity incident reporting in the EU Digital Single Market.

Single Reporting Platform (SRP)

Regulatory reporting platform  (not a publlc CVE submission portal)

borting and could be used by any natural/legal

A CVE alone is not enough A The trigger is exploitation.

The CRA mandates manufacturers of products with digital elements to report actively exploited vulnerabilities and severe

https:// www.enisa.europa.eu /topics/product -security -and -certification/single -reporting -platform -srp

implementation of the platform.

The CRA brings transparency to the vulnerability disclosure processes and strengthens how EU CSIRTs can mitigate risks
x KaraKun stemming from vulnerabilities.

Further information: Regulation - 2024/2847 - EN - EUR-Lex




Firstmandatory obligation (1 sepemper 2026

| | This means organisations
Every actively exploited _
A vulnerability must already have:

Vvulnerability detection
Vincident triage
Every reportable severe Vlegal review
incident
Vinternal escalation
V and reporting procedures

must be submitted through the SRP

x KaraKun



What must be reported

Actively exploited vulnerability Severe incident Report if it affects
product security and  either :

Report if all apply:

: har ms, availabil ity
A aff ?C-chpe AEelVes I |nte rity or confidentiality of
A reliable evidence m;pgrtantyg@@.u\/éd‘a@brl s ed
malicious exploitation functions
A manufacturer became i awWaro®luces, mal i ci o
on/after 11 Sep 2026 the product or a user

network/information systems



The CRA does not generally apply retroactively .

Products with digital elements placed on the EU market
before 11 December 2027 are subject to the CRA only If
they undergo a substantial modification  after that date.

The exception Is Article 14: vulnerability and severe incident

reporting obligations apply to all in -scope products,
Including those already placed on the market before 11
December 2027.

N Regulation (EU) 2024/2847, Article 69(2) d(3)

'S KaraKun



CRA N Technical documentation and traceability

Manufacturers shall draw up the  technical
documentation

N CRA, Article 13(9)

L KaRaKun



CRA N Technical documentation and traceability

Manufacturers shall draw up the  technical
documentation

N CRA, Article 13(9)

You must be able to explain your product

security measures

components

architecture

K KaraKun



CRA N Lifecycle responsibility

Manufacturers shall ensure that
vulnerabilities are handled effectively for
the expected product lifetime .

A CRA, Article 13(8)

L KaraKun



CRA N Lifecycle responsiblility

Manufacturers shall ensure that
vulnerabilities are handled effectively for
the expected product lifetime .

Responsibility doesnot end at release A CRA, Article 13(8)

k KaraKun



CRA N Core
Reqguirements

A Karakun

Lifecycle
responsibility

Technical
documentation
and traceability

£

£

Secure by

design

and bydefault

o

oD

Vulnerability
handling and
remediation

Reporting
obligations
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SBOM

V Risk Management

V' Visibility / Inventory

V Incident & Vulnerability Handling
V' Supply Chain Control

V' Documentation & Evidence




SBOMn Software bill of materials

OA formal, machine -readable Inventory
documenting all components , libraries,
and dependencies within a software

Vd

product O

Captures component origins, versions, and relationships, creating an authoritative record

L KaraKun



SBOMn Standard Formats

Lightweight OWASPstandard for security,

CyC | one DX vulnerability tracking, and supply chain analysis,

popular in DevOps.

X RUe W[ YeUTl ¢cqRYUKkt Wf ES W q¢
license, copyright, and component compliance.

Used for software asset management and tracking
SWI D TagS In enterprises.

k KaraKun



Timeframe

Audience

&4 'arakun

CycloneDX

Security

72RO
Runtime

DevSecOps

SPDX

Legal

72RO
Distribution

Legal /
compliance

SWID

Inventory

Installed
state

IT
operations



What is inside
software?

What vulnerabilities
affect it?

What licenses

apply?

What is installed on
a system?

How components
relate?

&4 'arakun

CycloneDX

Components &
dependencies

NEYE

Good

EEL

Dependency graph

SPDX

Packages & files

Indirect

Best-in-class

Partial

Relationship graph

SWID

Minimal

Minimal




SBOMn Standard Formats

CycloneDX answers o what i s v y$PDbxansavdérd cewhbat 1 s
per mi t tamddSWéDanswersowhat i s L nstalled?o0

No single SBOM standard solves all problems i mature organisations often
use CycloneDX for security , SPDX forcompliance , and SWID for operational
iInventory .

L KaRaKun



SBOMn Software bill of materials

L y . ¢
@ °. i dentif
. o entify
.‘Deflne scope format Tool
®°

L KaraKun



SBOM n

Programming
Languages

x KaraKun

https:// www.enisa.europa.eu

LANGUAGE /
FRAMEWORK

JavaScript/Node.js

Python

JavalJVM

Go

.NET/C#

Ruby

PHP

Rust

Container Builds

[sites/default/files/2025

PRIMARY
SOURCES

Package registries

Package indices

Central
repositories

Module registries

Package
repositories

Gem repositories

Package
repositories

Package registries

Multi-layer
package
databases, Base
image manifests,
Runtime
dependencies

KEY CONFIGURATION
FILES

Package manifests, lock

files

Requirements files, lock
files

Build configuration files

Module files, sum files

Project files, package
configs

Gem specifications, lock
files

Composer files, lock files

Manifest files, lock files

Dockerfile, container
manifests, layer
configuration files

DETECTION
METHOD

Dependency
listing
commands

Package
freeze
commands

Dependency
tree analysis

Module listing
commands

Package
listing with
transitives

Bundle
analysis

Dependency
analysis

Dependency
tree
commands

Layer-by-layer
filesystem
analysis,
Package
database
extraction,

TRANSITIVE
HANDLING

Lock files
capture full tree

Dependency
tree tools

Build tools
resolve
transitives

Sum files include
all dependencies

Built-in transitive
support

Package
manager
handles
dependencies

Package
manager
handles
transitives

Lock files
essential

Multi-stage
dependency
chains  across
layers
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Table 3 - SBOM Generation across diverse Programming Languages

TOOL
NAMES EXAMPLES

npm audit, yarn
audit, CycloneDX
Node Module,
Retire.js, Snyk
CLI

pip-audit, Safety,
cyclonedx-py,
pip-licenses,
pipdeptree

OWASP
Dependency-
Check,
CycloneDX
Maven/Gradle
plugins, jdeps,
Maven
Dependency
Plugin

go list -m all,
nancy, gosec, go
mod graph,
cyclonedx-
gomod

dotnet list
package —
vulnerable,
CycloneDX
.NET, NuGet
Package
Explorer,
Component
Detection

bundler-audit,
bundle-audit,
cyclonedx-ruby,
license_finder

composer show,
composer audit,
symfony
security:check,
cyclonedx-php-
composer

cargo-audit,
cargo-sbom,
cargo-deny,
cargo-tree,
cargo-cyclonedx

Syft, Trivy,
Docker Scout,
Tern, container-
diff, cosign

-Published.pdf



LANGUAGE / PRIMARY KEY CONFIGURATION | DETECTION TRANSITIVE TOOL

FRAMEWORK SOURCES FILES METHOD HANDLING NAMES EXAMPLES
npm audit, yarn
) Dependency audit, CycloneDX
JavaScriptNodejs  Package registries  h20<29° manifastsflocky o oKl e Node Module,
~ commands P Retire.js, Snyk
SBOMN
i dit, Safety.
q Package PIR-audit, ;
. P Requirements files, lock Dependency cyclonedx-py,
P ro ra m m I n Eytion Packageindices | g,/ fcfr‘;zrﬁ nds tree tools pip-licenses,
g g pipdeptree
Languages i
Dependency-
Check,
Build tools =~ CycloneDX
JavalJVM ge?:t;ial:)ri m Build configuration files E:g:r:;?nﬁi resolve Maven/Gradle
P kel transitives plugins, jdeps,
Maven
Dependency
Plugin
go list -m all,
- . nancy, gosec, go
P Module listing Sum files include
Go Module registries Module files, sum files commands all dapendencies mod graph,
cyclonedx-
gomod
dotnet list
package —
vulnerable,
) Package L ” CycloneDX
NET/C# r:‘;':&ﬁi s E‘;ﬂﬁ‘; (IGSINBACKIEEN ;i\~  with SBL';'"t"';ttra"s't"’e NET, NuGet
P 9 transitives BEg Package
Explorer,
Component
Detection
Package bundler-audit,
o Gem specifications, lock | Bundle manager bundle-audit,
sty Eatmifpzlen s files analysis handles cyclonedx-ruby,
dependencies license_finder
composer show,
Package composer audit,
Package Dependency manager symfony
AP repositories Compoesgiilosceiics analysis handles security:check,
transitives cyclonedx-php-
composer
cargo-audit,
Dependency Lock files cargo-sbom,
Rust Package registries | Manifest files, lock files tree essential cargo-deny,
x x commands cargo-tree,
* x cargo-cyclonedx
* *
x enisa Multi-layer Dockerfile,  container | Layer-by-layer glemgﬁ(t’ae%z gzﬂci(:rméyc,’oul
* , Container Builds package manifests, layer | filesystem hp' Y < A
X * databases, Base configuration files analysis, bkl |
image manifests, Package layers diff, cosign
Runtime database
dependencies extraction,
K KaraKun https:// www.enisa.europa.eu /sites/default/files/2025 -12/SBOM%20Analysis%20-%20Towards%20an%20Implementation%20Guide_v1.20 -Published.pdf
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Table 1: SBOM Type Definition and Composition

SBOM Type | Definition Data Description

Design SBOM of intended, planned software project or product with | Typically derived from a design
included components (some of which may not yet exist) for a | specification, RFP, or initial concept.
new software artifact.

Source SBOM created directly from the development environment, Typically generated from software
source files, and included dependencies used to build an composition analysis (SCA) tooling,
product artifact. with manual clarifications.

Build SBOM generated as part of the process of building the Typically generated as part of a
software to create a releasable artifact (e.g., executable or build process. May consist of
package) from data such as source files, dependencies, built | integrated intermediate Build and
components, build process ephemeral data, and other Source SBOMs for a final release
SBOMs. artifact SBOM.

Analyzed SBOM generated through analysis of artifacts (e.g., Typically generated through
executables, packages, containers, and virtual machine analysis of artifacts by 3rd party
images) after its build. Such analysis generally requires a tooling.
variety of heuristics. In some contexts, this may also be
referred to as a “3rd party” SBOM.

Deployed SBOM provides an inventory of software that is present on a | Typically generated by recording the
system. This may be an assembly of other SBOMs that SBOMSs and configuration
combines analysis of configuration options, and examination | information of artifacts that have
of execution behavior in a (potentially simulated) deployment | peen installed on systems.
environment.

Runtime SBOM generated through instrumenting the system running | Typically generated from tooling
the software, to capture only components present in the interacting with a system to record
system, as well as external call-outs or dynamically loaded the artifacts present in a running
components. In some contexts, this may also be referred to environment and/or that have been
as an “Instrumented” or “Dynamic” SBOM. executed.

https:// www.cisa.gov /sites/default/files/2023

-04/sbom -types -document -508c.pdf
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Benefits and
Limitations of SBOM
Types

Pros/Cons?
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Table 2: Understanding the Benefits and Limitations of SBOM Types

SBOM Type | Benefits Limitations

Design - Highlight incompatible components ahead of - This may be very difficult to generate.
licensing purchase or acquisition. - Unlikely to identify as much detail as found in
- Defines approved or recommended included other SBOM types.
component list for developer use.

Source - Provides visibility without access to build - Can highlight components (which might have
process. vulnerabilities) that never run or are compiled
- Can facilitate remediation of vulnerabilities at out in deployed code.
the source. - Depending on language/ecosystem, may not
- Can provide a view into the dependency tree / include runtime, plugin, or dynamic
hierarchy of the included components. components, like appserver or platform

libraries.
- May require references to other SBOMs for
completeness..

Build - Increases confidence that the SBOM - Potentially have to change the build process
representation of the product artifact is correct to generate this SBOM.
due to information available during the build - Highly dependent on the build environment in
and/or Continuous Integration/Continuous which the build is executed.

Deployment (CI/CD) processes. - May be difficult to capture indirect and/or

- Provides visibility into more components than runtime dependencies.

just source code. - May not contain the correct versions of

- Increased trust by enabling signing of the dynamically linked dependencies (as they may
SBOM and product artifact by the same build be replaced at runtime depending on
workflow. language/ecosystem).

Analyzed - Provides visibility without an active - May be prone to omissions, errors, or
development environment, such as legacy approximations if the tool is unable to
firmware artifacts. decompose or recognize the software
- Does not need access to the build process. components precisely.

- Can help verify SBOM data from other sources. | - May depend on heuristics or context-specific
- May find hidden dependencies missed by other | risk factors.
SBOM type creation tools.

Deployed - Highlights software components installed on a - May require changing install and deploy
system, including other configurations and processes to generate.
system components used to run an application. - May not accurately reflect the software’s

runtime environment, as components may
reside in inaccessible code.

Runtime - Provides visibility to understand what is in use - Requires the system to be analyzed while

[sites/default/files/2023

when the system is running, including
dynamically loaded components and external
connections.

- Can include detailed information about whether
components are active and what parts are used.

running, which may require additional
overhead.

- Some detailed information may be available
only after the system has run for a period of
time until the complete functionality has been
exercised.

-04/sbom -types -document -508c.pdf
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when the system is running, including
dynamically loaded components and external
connections.

- Can include detailed information about whether
components are active and what parts are used.

running, which may require additional
overhead.

- Some detailed information may be available
only after the system has run for a period of
time until the complete functionality has been
exercised.
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PROCESSING | BEST SUITED

PIPELINE STAGE TIMING MODEL FOR ADVANTAGES LIMITATIONS
Pre-Build Before Synchronous Early * Depeanlency * I\_nay L UL
~ compilation dependency resolution capture time changes
S B O I\/I n starts validation » Early detection of « [ncomplete view
issues
Ge n eratl (o]0 P| pel Ines Build-Time Post- Synchronous, Regulated * Most acclturate capture | Il:lcreased build
compilation, blocking industries, * Actual build state times
Stag es pre-packaging compliance- | » Natural CI/CD « Pipeline complexity
critical t integration
environments ', \sersion-aligned with
binaries
Post-Build Afterartifact | Asynchronous, | High-velocity = ° Mo Puildtimeimpact e Potential drift from
creation non-blocking environments, = ® Gan enrich with build state
DevOps teams additional data « Delayed availability
(CKber:_‘-"teectL“;'tY « Flexible processing
rchitects
Implementers)
Commit-Triggered |  On source Parallel Development | ° 'Mmediate feedback | « May generate
control events processing teams * Branch-specific many versions
(push, merge) (Cybersecurity generation « Storage overhead
Implemelnters) « Historical analysis
, early -
detection capability
needs
Pre-Deploy Before Synchronous Security- D AL el O g i 0
production (gate) focused opportunity * Late-stage
deployment organisations =« Compliance discovery
verification
» Quality gates
enforcement
Runtime During Continuous Operations | * AActual deployed state |« Post-deployment
production async teams, » Configuration drift only
operation compliance detection e Performance
s monitoring e Dynamic dependency overhead
x " discovery e Complex to
* 1 maintain
x enisa * Predictable resource e Not real-time
LI Scheduled Batch Time-based Bulk processing Resource- o
x intervals constrained usage  May miss interim
SMEs « Consolidated changes

processing
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PIPELINE STAGE

Pre-Build

Build-Time

Post-Build

Commit-Triggered

Pre-Deploy

Runtime

Scheduled Batch

TIMING

Before
compilation
starts

Post-
compilation,
pre-packaging

After artifact
creation

On source
control events
(push, merge)

Before
production
deployment

During
production
operation

Time-based
intervals

[sites/default/files/2025

PROCESSING

MODEL

Synchronous

Synchronous,
blocking

Asynchronous,
non-blocking

Parallel
processing

Synchronous
(gate)

Continuous,
async

Bulk processing

BEST SUITED
FOR

Early
dependency
validation

Regulated
industries,
compliance-
critical
environments

High-velocity
environments,
DevOps teams
(Cybersecurity

Architects/
Implementers)

Development
teams
(Cybersecurity
Implementers)
, early
detection
needs

Security-
focused
organisations

Operations
teams,
compliance
monitoring

Resource-
constrained
SMEs

ADVANTAGES

o Dependency
resolution capture

o Early detection of
issues

« Most accurate capture

o Actual build state

» Natural Cl/CD
integration

» Version-aligned with

binaries

No build time impact

Can enrich with

additional data

Flexible processing

Immediate feedback
Branch-specific
generation
Historical analysis
capability

Final validation
opportunity
Compliance
verification
Quality gates
enforcement

« Actual deployed state

o Configuration drift
detection

discovery

Predictable resource
usage

» Consolidated
processing

Dynamic dependency

LIMITATIONS

* May miss build-
time changes
« [ncomplete view

¢ |ncreased build
times
e Pipeline complexity

« Potential drift from
build state

« Delayed availability

« May generate
many versions
« Storage overhead

« Deployment delays
e Late-stage
discovery

* Post-deployment
only

e Performance
overhead

e Complex to
maintain

* Not real-time

« May miss interim
changes
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Release process

Every developerodos team concern.

Change in culture and tool adoption!
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Release Process

Scope aa Change
control

Approved changes aligned with configuration

l KaraKun

management.

Baseline a¢ vVersion
management

Controlled baselines with formal traceability.

Controlled
deployment and
rollback

Staged delivery with rollback mechanisms.

Reproducible build
and Packaging

Consistent generation of deployable artifacts.

Traceability and
documentation

Release notes and change links.
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Release Layer

Jreleaser, Quarkus,

Aggregation Layer

GUAC, JFrog Xray

Transparency Layer

SBOM: cycloneDx , SPDX, SWID Tags

Security & Provenance Layer

SLSA Sigstore, in-toto

Reproducibility Layer

Reproducible Builds, Maven reproducible plugins, Gradle reproducible plugin

Build Layer Maven

Maven / Gradle

Trusted Release Stack
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